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“T he fantastic advan ces in the field  
o f  com m un ication  constitute a 
grave danger to the p rivacy  o f  the 
individual.”

E a rl W an-en (1 8 9 1 -1 9 7 4 )
U S Suprem e C ourt C h ief Ju stice

1 Overview: the inform­
ation age and the need for 
privacy legislation

A s m ost people are now  aw are, new  
provisions in the P riv a cy  A ct 1 9 8 8  
(C th) (Privacy Act) cam e into effect 
on 21 D ecem b er 2 0 0 1 , w hich  regulate  
the co llectio n , use, d isclosure, quality  
and security  o f  personal inform ation in 
the private sector.

P riv acy  law s and data p rotection  law s 
have b ecom e in creasin gly  im portant in 
recen t years. T h e developm ent o f  
inform ation tech n olo gy  and e- 
co m m erce  has d ram atically  increased  
the quantity o f  inform ation  available  
in digital form  and the w ays in w hich  
it m ay be co llected  and com m un icated  
in a global com m ercial forum .

In this inform ation age, inform ation  is 
a valuable com m od ity , and databases 
are being sold and licensed  at high  
prices. As technophobes and 
techn ology-lovers alike becam e  
con cerned  about these intrusions into  
their ‘personal cy b e rsp a ce ’ , p rivacy  
legislation  b ecam e essential to ensure  
that individuals cou ld  retain  control 
ov er how  their personal inform ation is 
dealt with.

This article exam in es som e o f  the 
developm ents in p rivacy  since the new  
provisions in the P riv acy  A ct cam e  
into effect.

2 The increasing public 
consciousness of privacy

In the nine m onths since the P rivacy  
A ct cam e into effect, the O ffice o f  
the Federal P riv acy  C om m ission er

(OFPC) has changed its approach  
from  inform ing organisations o f  their 
p rivacy  obligations to educating  
consum ers about their ‘right’ to 
con trol the co llectio n , use and  
disclosure o f their personal 
inform ation. It has released  a brochure  
called  ‘M y P riv acy  -- M y C h o ice ’ 1, 
w hich form ed part o f  a national 
p rivacy  cam paign  w ith advertisem ents  
in m ajor A ustralian new spapers.

Indeed, there is evid en ce that 
consum ers are already exercisin g  their 
p rivacy  rights. The O F P C  stated in a 
June m edia release that that there has 
been a threefold increase in calls  to the 
O F P C  P riv acy  H otline com p ared  to 
the six  months before the P riv acy  A ct 
cam e into effect." T he m edia release  
also stated that 4 5 6  w ritten p rivacy  
com plaints w ere lodged with the 
O F P C  betw een D ecem b er 2 0 0 1  and 
Ju n e 2 0 0 2 , w hich prim arily related  to:

• getting acce ss  to personal 
inform ation;

• unnecessary co llectio n  o f  
inform ation;

• use o f personal inform ation  
for direct m arketing and the 
lack  o f  ‘opt ou t’ provisions;

• im proper d isclosure o f  
personal inform ation ; and

• broadly drafted disclosure  
con sen t form s w hich  only  
allow  a single con sen t to all 
form s o f  d isclosure.

A ll indicators suggest that the public 
are becom ing in creasin gly  p rivacy  
con sciou s, and that businesses w hich  
fail to im plem ent p rivacy  com pliant 
business practices risk  exp osure to 
com plaints and m ay find them selves  
subject to O F P C  scrutiny. In this 
regard , one com m entator has stated  
that an organisation  m ust have a 
‘culture o f  p rivacy  aw aren ess’ to 
ensure com plete and sustained  
com p lian ce with the P riv a cy  A c t .3

3 The Australian privacy 
landscape

T here have been interesting and  
u nexpected  developm ents in p rivacy  
in both the co m m ercia l secto r and the 
com m unity since the P riv acy  A ct  
cam e into operation.

It has been reported  that a p rivacy  
audit undertaken b y A ulich  &  C o. into 
a range o f  industries revealed  that 
airlines, banks, insurance com panies  
and IT  com panies in particular have  
failed to im plem ent p rivacy  com pliant 
business p ractices .4 R esponding to the  
A ulich  report, a spokesw om an fo r the 
O F P C  com m ented  that the 
governm ent w ould consider the 
introduction o f  tougher penalties when  
it review s the p rivacy  legislation  in 
2 0 0 3 :

“This is the m inim al level o f  
p rivacy  com p lian ce  A ustralian  
com panies w ill ev er face , so they  
need to m ake it w ork to avoid  
tougher law s.”5

The A ulich  report cited  custom er  
loyalty program s such as frequent flier 
program s as a p articular problem  area, 
as they co lle ct cred it and personal 
inform ation w hich  is subsequently  
used for a variety o f  purposes.

3.1 Bundled consents

It has been reported  that the O F P C  is 
currently investigating som e o f  
A u stralia ’ s largest and m ost pow erful 
corporations o v er their p rivacy  
p olicies .6 It has received  a large  
num ber o f com plaints ov er broad  
p rivacy  p olicies w hich effectively  
indicate that the com p an y will not 
continue to provide the individual with 
its services unless they agree to the 
broad  use and disclosure of their 
personal inform ation. The O F P C  
com m ented  on this issue in a m edia  
release in M ay:

“B undled consents are not good  
p rivacy  or business p ractices and
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are totally  con trary  to the spirit o f  
the P riv acy  A c t .” 7

Firstly , bundled consents dim inish an 
individual’ s freedom  o f  ch o ice  by  
inducing them  to hand o v e r their 
valuable personal inform ation  in 
exch an ge for a service. S econd ly , 
individuals are asked to con sen t to a 
num ber o f  unrelated, often  intrusive, 
inform ation handling p ractices  as a 
condition o f  receiv in g  this service.

T he m edia release flagged  the issue o f  
bundled consents as a potential m atter 
fo r consideration  in the O F P C  review  
o f  the P riv acy  A ct in 2 0 0 3 .

3.2 Football

P riv acy  issues and m yths have arisen  
in the general com m unity as w ell as in 
large com m ercial organisations. F o r  
exam p le, in an article  called  
‘Ridiculous law  silences c o a c h e s ’ 8, the 
Q ueensland Courier Mail reported  
that sports co ach es  m ay  b reach  
p rivacy  law s by speaking publicly  
about player injuries. H ow ever, the 
O F P C  has clarified  this issue on its 
w ebsite, stating that a sports club m ay  
disclose inform ation about a  p layer’ s 
injuries so long as the p layer 
understands that this is likely to  
happen and has consented  to it .9

3.3 Church

P riv acy  has even  intruded into the 
spiritual sphere.

C oncerns arose in the church  
com m unity that the p ractice  o f  public  
prayers or printing o f  personal 
inform ation in church  new sletters  
w ould be a b reach  o f  the P riv a cy  A ct. 
H ow ever, the O F P C  stated in a m edia  
release in M ay this year that this use 
o f  personal inform ation w ould not 
b reach  the P riv acy  A ct, as these  
p ractices would be within p eop le ’ s 
reasonable exp ectation s so long as the 
church  has a c lear p riv acy  policy  
about its use o f  m em bers’ personal 
inform ation and m em bers are m ade  
aw are o f  church  p ractices  w hen they  
jo in  the con greg ation .10

C learly, all sectors o f  the com m un ity  
are grappling with the new  right to  
privacy.

3.4 Industry privacy codes

U nder section  1 8 B A  o f  the P riv acy  
A ct, an organisation  o r industry  
association  m ay  apply to  the O F P C  for  
the approval o f  a  p riv acy  cod e. O nce  
approved, the organ isatio n ’ s p rivacy  
cod e (o r the industry p riv acy  co d e  to  
w hich it is bound) w ill rep lace  its 
obligations under the N ational P riv acy  
Principles (NPPs).

The O F P C  approved  A u stra lia ’ s first 
private secto r p riv acy  co d e  in A pril 
this year, the G en eral Insurance  
Inform ation P riv a cy  C o d e  (Insurance 
Privacy Code)11 subm itted by the 
Insurance C oun cil o f  A ustralia . The  
Insurance P riv a cy  C o d e  will bind  
organisations w h ich  sign the ‘G eneral 
Insurance Inform ation P riv a cy  C ode  
D eed o f  A doption ’ .

The p rivacy ob ligations under the 
G eneral Insurance Inform ation  
P rivacy  Principles (GIIPPs) and the 
N P Ps are id entical in substance. 
H ow ever, in addition to com p lyin g  
with the G IIP P s, an insurance  
organisation w hich  is bound by the 
Insurance P riv a cy  C o d e must 
im plem ent a com p lain ts handling  
schem e in acco rd an ce  w ith the C ode  
and will be subject to  p eriodic  
com plian ce m onitoring b y Insurance  
Enquiries and C om plaints L td .

The O F P C  has also recen tly  approved  
the Q ueensland Club Industry P riv acy  
C o d e .12

3.5 Online medical records

A nother issue w hich  has attracted  
publicity in A ustralia  is the p rivacy  
issues raised  b y the in tegrated  storage  
o f  m edical record s. I f  this o ccu rs, 
doctors and health care  practitioners  
would be able to acce ss  a centralised  
database w hich w ould con tain  a 
com prehensive re co rd  o f  a  p erson ’ s 
m edical history, prescrib ed  drugs or 
allergies.

T here are in creasin g num bers o f  
proposals for the linkage o f  identified  
m edical record s, fo r exam p le, 
‘T elem ed icin e’ and ‘health sm art 
card s’ . The H ealthC on nect netw ork is 
currently being in vestigated  by the 
C om m onw ealth  governm ent in  
partnership w ith the S tates and  
T erritories. It is a voluntary sch em e to  
enable the electron ic  collectio n ,

storage and exch an g e  o f  health  
inform ation w ith strict p rivacy  
safeguards. It has been reported  that 
trials will begin in the N orthern  
T erritory  and T asm an ia by the end o f  
this m onth, to be fo llow ed  by trials in 
N S W  and Q ueensland late n ext y e a r .13

O f cou rse, under the N P P s, health  
inform ation is considered  ‘sensitive  
in form ation ’ and subject to tighter 
controls. In addition, som e states have  
enacted  specific p riv acy  legislation  
w hich is focu ssed  p articu larly  on  
health inform ation such as the H ealth  
R ecord s A ct 2 0 0 1  (V ic )  and the 
H ealth R eco rd s (A cc e ss  and P riv acy )  
A ct 1 9 9 7  (A C T ). T he H ealth R ecord s  
Inform ation P riv a cy  A c t  2 0 0 2  (N S W )  
w as recen tly  assented to . It aim s 
(am ong other th ings) to provide for an  
integrated  electron ic health system  
within N S W . U n d er the B ill, express  
consent from  an individual is needed  
for their health inform ation  to be  
linked to an electron ic health record .

C ritics o f  the electron ic storage o f  
m edical records argue that the records  
w ould be vulnerable to unauthorised  
a ccess  and there are fears that patient 
inform ation w ould be sold to 
p harm aceutical com panies for m arket 
research  purposes.

On the other hand, integrated  online 
m edical records w ould have tangible  
benefits. It w ould give d octors a 
system atic and com p reh en sive patient 
m edical history. F o r  exam p le , it could  
avoid ‘m ed ical m isadventure’ as a  
consequence o f  dangerous drug 
interactions caused  by doctors acting  
w ithout the right inform ation.

T he im plem entation o f  integrated  
electron ic m edical record s will require  
a careful con sideration  o f  con su m er, 
public and private interests.

4 Getting it wrong -  
privacy and trade 
practices

B u sin esses, politicians and the m edia  
have often em phasised the ‘soft tou ch ’ 
approach o f  the P riv acy  A ct. 
H ow ever, it is clear that organisations  
should not underestim ate the potential 
legal conseq uen ces o f  b reaching their 
p rivacy  obligations.

A  p rivacy  p olicy  w hich  in accurately  
or in com p letely describes a
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co m p an y ’ s inform ation handling  
p ractices m ay not only breach  the 
P riv a cy  A ct, but m ay also am ount to  
m isleading or deceptive con du ct under 
the T rad e P ractices  A ct 1 9 7 4  (C th) 
(Trade Practices Act).

T he A ustralian  C om petition  and 
C onsum er C om m ission  (ACCC) and 
the O F P C  signed a m em orandum  o f  
understanding earlier this y ear w hich  
stated their intention to coop erate  in 
p rivacy  en forcem ent, investigations, 
litigation, training and ed u catio n .14 In  
particular, they will w ork together to  
ensure that p rivacy  policies issued by 
com panies are not m isleading or  
d eceptive under section  5 2  o f  the 
T rad e P ractices  A ct. A s one m edia  
article  com m ented , “the P riv acy  
C om m ission er has got h im self a pair 
o f  b oots” .

T h e C hairm an o f  the A C C C , A llan  
F e ls , has indicated  that the A C C C  and  
the O F P C  m ay con d u ct a ‘jo in t 
internet sw eep d a y ’ w hich  targets  
online p rivacy  co m p lian ce .15 T h e last 
internet sw eep by the A C C C  
conducted  in Septem ber 2 0 0 1  revealed  
that only 2 7  per cent o f  A ustralian  e-  
tailers had posted  a p rivacy  notice.

W h ile  m any organisations have now  
posted  som e sort o f  p riv acy  notice  on  
their w ebsite, it has been rep orted  that 
organisations are surfing the internet 
to  locate  p rivacy policies and cutting  
and pasting them  onto their ow n  
w ebsite. A ny organisation  w hich  
publishes a p rivacy  p olicy  that bears  
no resem blance to the co m p an y ’ s 
actual handling o f  personal 
inform ation will risk  liability for  
m isleading and d eceptive conduct.

5 E-commerce issues -  
privacy policies

This article has already discussed  how  
m u ch  o f  the need for p rivacy  has 
arisen out o f  developm ents in e- 
co m m erce  and inform ation  
techn ology. It has been estim ated  that 
18 billion dollars w orth  o f  e- 
co m m erce  w ould be lost this y ear as a 
consequence o f  con su m er distrust in 
the current p rivacy en viro n m en t.16

U ntil p rivacy  con cerns are addressed, 
e-co m m erce  will be hindered. P riv acy  
policies can  go a long w ay to 
alleviating p rivacy  fears and  
prom oting e -com m erce .

5.1 Privacy policies and NPP
1.3 collection notices

A lthough the P riv a cy  A ct does not 
require an organisation  to have a 
w ebsite p rivacy  p olicy , it is 
con sid ered  good  p ractice  to do so. A  
notice  under N P P  1 .3  should be  
posted  on a w ebsite if  it collects  
personal inform ation. T his notice will 
need to explain  (am o n g other things) 
the identity o f  the organisation  and the 
types o f  organisations to w hich it 
usually d iscloses personal 
inform ation.

It is essential fo r organisations to 
ensure that their specialist on-line  
service  providers (fo r exam p le , w eb- 
hosts) are consulted  w hen the w ebsite  
p rivacy  p olicy  and N P P  1.3  collection  
n otice  are drafted and review ed, since  
it is often  only these organisations that 
fully com prehend how  personal 
inform ation  is co llected  and handled  
on the w ebsite. F o r  exam p le, m any  
organisations m erely  rece iv e  a 
m onthly report from  their w eb-host 
w hich indicates how  m any visitors 
have visited the site. H ow ever, the 
w eb -host or internet serv ice  provider 
(ISP) m ay often c o lle ct and process  
far m ore personal inform ation  about 
individuals’ activities on  a particular 
w ebsite.

T he p rocess o f  review ing a website 
p rivacy  p olicy  and N P P  1.3  collection  
notice  should therefore in volve liaison  
betw een  a variety o f  stakeholders  
including the tech n ical and  
co m m ercia l staff responsible for the 
w ebsite, the areas o f  the organisation  
using the personal inform ation  and 
relevant third party service  providers.

5.2 Cookies

N ot all o f  the inform ation co llected  by  
a w ebsite is personal inform ation. F o r  
exam p le , som e inform ation  m ay  
m erely  be the v isito r’ s internet 
p roto co l (IP) server address or dom ain  
nam e, from  w hich an individual’ s 
identity cann ot be ascertained. 
H ow ev er, other inform ation  collected  
m ay am ount to personal inform ation. 
F o r  exam p le, if  an individual’ s em ail 
address contains their full nam e, it 
m ay be used as a m eans o f  
identification  and is therefore personal 
inform ation.

W h ile  cookies m ay  m erely recog n ise  a 
com p u ter's  IP  address, on ce this 
inform ation is linked with other 
personal inform ation that is collected  
on a w ebsite (fo r exam p le, an em ail 
address that contains a p erson ’ s nam e  
o r personal inform ation voluntarily  
provided w hen an individual registers  
on the w ebsite), then cookie  
inform ation m ay  am ount to personal 
inform ation. A s noted in the
G uidelines to the N ational P rivacy  
Principles (NPP Guidelines):

“If  an organisation  collects
personal inform ation using a 
cook ie, web bug o r other m eans, it 
could  give the N P P  1.3  
inform ation in a statem ent clearly  
available on the w eb site.” 17

5.3 Changes to privacy policies

P riv acy  ad vocates are becom ing  
in creasingly disgruntled by a
p erceived  tendency fo r com panies to 
unilaterally ch an ge their p rivacy  
policy  to the detrim ent o f  consum ers. 
F o r  exam p le, in M arch , Y ah oo  
changed  its u sers ’ p references to ‘y e s ’ 
in relation  to the receip t o f  m arketing  
m aterial, fo rcin g  m em bers to ‘re-opt 
ou t' o f  receiv in g  m arketing  
com m un ications from  the com pan y
about various p ro d u cts .18

5.4 US legislative developments 
-  online privacy

T he U S  Senate C o m m erce  C om m ittee  
has approved tw o bills, w hich will 
now  be debated by the full Senate.

T he Online Person al P riv acy  B ill 2 0 0 2  
requires internet serv ice  providers and 
com m ercial W eb sites  to get 
cu stom ers’ exp licit con sen t before  
they m ay co lle ct, use or disclose  
sensitive inform ation. C om panies  
m ust also give individuals the 
opportunity to ‘opt ou t’ o f further 
com m un ications w hen it co llects  non­
sensitive inform ation. The bill allow s 
consum ers to  sue com panies that 
m ishandle their personal data.

T he C ontrolling the A ssault o f  N on- 
S olicited  Porn ograp h y and M arketing  
B ill 2 0 0 1  requires com panies to 
include a w orking return em ail address 
to allow  recipients to refuse further 
com m un ications from  the com p an y. It 
also gives internet service providers
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the. ability to keep spam  out o f  their 
netw orks, prohibits com panies from  
transm itting unw anted e-m ails to 
addresses that w ere illegally obtained  
from  w ebsites and gives the Fed eral 
T rad e C o m m ission  the authority to 
im pose fines o f  up to $ 1 0  per e-m ail 
violation  w ith a cap  o f  $ 5 0 0 ,0 0 0 .

5.5 Spam Prevention Early 
Warning System (SPEWS)

G iven  the m edia and public focus on  
spam m ing, it is interesting to note that 
a Perth  m arketing firm  is taking action  
against an individual for sending an 
unfounded com plaint to the Spam  
Preven tion  E a rly  W arning S ystem  
(S P E W S ) , an anti-spam  w ebsite  
w hich black -lists  IP  num bers believed  
to be used  for unsolicited  bulk em ail 
o r sp am .19

N etw ork  adm inistrators and IS P s who  
subscribe to S P E W S  block  traffic to  
and from  the black-listed  IP  addresses. 
T he p laintiff m arketing com pany is 
arguing that the black-listing disrupted  
its business and prevented it from  
sending em ails to o r on behalf o f  its 
clients.

6 International privacy 
laws

W orldw ide p rivacy  and data-
protection  law s have been particularly  
challenging for:

(a ) m ultinational organisations
w hose businesses are reliant
upon personal data being
transferred  w orldw ide; and

(b) e -co m m e rce  organisations for 
w hom  the m ulti-jurisdictional 
tran sfer o f  data is central to their 
business m odel.

F o llow in g  is a b rief exp loration  of  
som e o f  the key issues facin g these  
organisations and options for
com p lian ce  with the transborder 
dataflow  restrictions in different 
ju risdictions.

6.1 European Union - Data 
Protection Directive

The m ost significant transborder 
dataflow  restrictions are contained in 
Europ ean  U nion D ata Protection  
D irective 9 5 /4 6 /E C  (E U  D ire c tiv e ).

The E U  D irective  allow s E urop ean  
U nion m em ber states to  legislate  to 
p rotect E U  citiz e n s ’ personal 
inform ation w hen it is handled by both  
public and p rivate  secto r  
organisations.

A rticles 2 5  and 2 6  o f  th e E U  D irective  
generally restrict the tran sfer o f  
personal data to  a  cou n try  outside the 
European  U nion  (E U )  unless certain  
requirem ents are m et, such  as:

(a) the other cou n try  ensures an  
‘adequate’ level o f  data  
p rotection ;

(b) the parties h ave an appropriate  
con tractu al relationship ; or

(c ) the individual has g iv en  consent.

The E U  D ata P ro tectio n  W orkin g  
Party (W o rk in g  P a r t y )  has con clu ded  
that the A ustralian  P riv a cy  A ct does  
not provide an adequate level o f  
protection , prim arily  b ecau se  o f  the 
sm all business, em p loyee record s and  
direct m arketing excep tio n s.

The W orking P arty  has found that 
C anada, Sw itzerland  and H ungary  
m eet the ‘ad eq u acy ’ test.

6.2 United States - Safe Harbor 
scheme

The U nited States does not have  
p rivacy  or data p rotection  legislation  
o f  general application . R ath er, it has 
ad h oc legislation  relating to specific  
issues, such as health  in form ation  and  
children ’ s inform ation . T he U S  
therefore does not have ‘ad equ ate’ 
data p rotection  law s fo r the purposes  
o f  the E U  D irective.

One reaction  to the E U  D irective  by  
com panies in the U S has been the 
developm ent o f  a “Safe H arb or” 
schem e w hich w as approved  by the 
E U  in Ju ly 2 0 0 0 . The Safe H arbor 
schem e is a self-reg u lato ry  schem e in 
w hich com pan ies certify  each  year to  
the U S  D epartm ent o f  C o m m erce  that 
they agree to co m p ly  with the Safe  
H arbor P riv acy  Prin cip les, w hich  
im pose requirem ents w ith resp ect to 
notice, ch o ice , on w ard  transfer, data  
integrity , a ccess  and enforcem ent. A s  
a con seq uen ce, Safe H arbor 
com panies have the d egree o f  
‘adequate p ro tectio n ’ required to  
transfer data from  the E U .

T h ere are 2  w ays o f  enforcem ent 
under the Safe H arbor schem e:

(a ) self-regulation , w hereby each  
com p an y m ust have a dispute 
resolution system . T he types o f  
rem edies for breach include a 
public statem ent or suspension o f  
m em bership ; and

(b ) the Fed eral T rad e C om m ission  
m ay bring an action  on the basis 
o f  unfair and deceptive law s.

The take up o f  the Safe H arbor 
schem e has been less than explosive. 
H ow ever, its proponents rem ain  
optim istic for its su ccess. M icrosoft, 
Intel, Dun &  B rad street and H ew lett 
P ack ard  all signed up for the Safe  
H arb or schem e last year.

M any U S  com panies have elected  not 
to jo in  the Safe H arbor schem e, 
preferring instead to enter into 
con tracts  with E U  com panies (o r not 
to enter into con tracts at all). 
O rganisations have exp ressed  con cern  
that by join in g the S afe  H arbor 
sch em e, they risk attracting the 
attention o f  the Fed eral T rade  
C om m ission.

6.3 Australia - NPP 9

N P P  9  o f  the P riv acy  A ct restricts the 
transfer o f  personal inform ation  
outside A ustralia without the consent 
o f  the individual concerned  unless 
certain  requirem ents are met. One o f  
these is w here the organisation  has a 
reasonable b elief that the organisation  
is subject to p rivacy  law s or schem es  
that are substantially sim ilar to the 
N P P s. It w ould generally  be 
reasonable for A ustralian
organisations to believe that the Safe  
H arbor S ch em e and data protection  
law s in the E U , C anada, Sw itzerland  
and H ungary w ould not only be 
substantially sim ilar, but m ay actually  
provide a higher level o f  privacy  
protection .

7 Transborder data flow

T ransborder dataflow  issues arise for 
all A ustralian  organisations that either:

(a ) transfer personal inform ation to 
recip ients that don’t have 
substantially sim ilar privacy  
protection s; or
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(b) receive  personal inform ation  
from  com panies in the E U  or in 
other countries w hich  have, 
them selves, restricted  onw ard  
transfers.

7.1 Countries without sub­
stantially similar privacy 
laws

R ecipients that do not have  
‘substantially sim ilar’ p rivacy  
protections are likely to be those in 
jurisdictions outside the E U , the Safe  
H arbor schem e, C anada, Sw itzerland  
and H ungary. U nder N P P  9 , an 
A ustralian  organisation  m ay  only  
transfer personal inform ation to such  
recipients in certain  circu m stan ces, 
including if  they have the consent of  
the individuals or if  they take 
“reasonable steps” to ensure the 
inform ation will not be handled b y the 
foreign entity in a m anner w hich is 
inconsistent with the N PPs. 
‘R easonable steps' will generally  
require that specific data protection  
clauses are incorporated  into contracts  
with foreign entities to w hom  personal 
inform ation is being transferred.

T hese clauses will im pose obligations 
on the entity receivin g the personal 
inform ation to treat it in acco rd an ce  
w ith the N P Ps. This has the effect o f  
exporting the P riv acy  A c t controls that 
apply in A ustralia with the personal 
data. T he inform ation therefore  
rem ains subject to these con trols even  
though the p rocessin g o f  the data  
occu rs  in another ju risd iction  w hich  
m ay be unregulated.

7.2 Receiving personal inform­
ation from the EU

If  an A ustralian  organisation  is 
receivin g personal inform ation  from  
the E U , the E U  organisation  will be 
required to dem onstrate that the level 
o f  protection  afforded by the 
A ustralian entity is “adequate” .

G iven A u stralia ’s current “inadequacy  
rating” by the W orkin g P arty, in 
p ractice  this m eans that unless the data 
subject has given con sen t to the 
transfer or any o f the oth er exceptions  
under the E U  D irective apply, the 
A ustralian  entity will be required to 
agree to “E U  m odel co n tract clau ses” 
(M o d el C lau ses). T h ese M odel

C lau ses have been  drafted by the E U  
C om m ission  and are recognised  by all 
15 m em ber states as providing  
adequate safeguards for the protection  
o f  personal data. U nder the M odel 
C lau ses, both the data exp orter (in the 
E U ) and the d ata im p orter (in the non­
m em ber cou ntry) undertake to process  
the data in acco rd an ce  w ith basic data 
protection  rules and agree that 
individuals m ay en force their rights 
under the con tract. D ifferent sets o f  
clauses ex ist for controller-to-  
co n tro ller transfers and for controller- 
to -p ro cesso r transfers.

H ow ev er, m any A ustralian  
organisations are reluctant to agree to 
the M od el C lau ses as they im pose  
burdensom e requirem ents on data 
im porters. S im ilarly , m any U S  
com p an ies have also found the M odel 
C lau ses not to be a viable option, as 
they im pose m ore stringent 
requirem ents on com panies than the 
S afe  H arbor sch em e, such as lim iting  
the use o f  data and im posing stricter 
acce ss  requirem ents.

M o st significantly , the M odel C lauses  
also give the individuals w hose  
personal inform ation is being  
transferred  (the data subject) the right 
to en force  certain  clauses in the 
agreem en t betw een the data exp orter  
and the data im porter. This raises  
privity  o f  co n tract issues. The  
co m m o n  law  d octrine o f  privity o f  
co n tract prevents third parties from  
en forcin g the term s o f  a con tract to 
w hich  they are not a party. H ow ever, 
legislation  in Q ueensland20, W estern  
A ustralia21 and the N orthern  
T errito ry 22 perm its, in certain  
circu m stan ces, a third party to enforce  
the term s o f  a co n tract to w hich they  
are  not a party. T he U K 23 and N ew  
Z ealan d 24 have sim ilar legislation  to 
redress these restrictions.

D espite the fa ct that law s enacted  in 
acco rd a n ce  with the E U  D irective  
som etim es contain  penalties o f  both  
fines and crim in al sanctions for a 
b reach , there d oesn ’ t appear to be a 
great am ount o f  pressure by E U  
organisations to ask  their n on -E U  
business partners to  sign up to the 
M od el C lauses. H ow ev er, it appears 
that European  authorities have not 
been aggressively  en forcin g their 
rules, even against businesses in their 
ow n countries. The lack  o f  adoption o f  
the M od el C lauses is likely to be one

o f the k ey points for d iscussion at the  
recen tly  announced E U  review  o f  the 
D irective.

A lternatively, the A ustralian  
organisation  to w hich the E U  
organisation  is transferring personal 
inform ation m ay adopt a cod e o f  
p ractice  that satisfies the adequacy  
requirem ents o f  the E U  D irective. F o r  
exam p le, the Internet Industry  
A ssociation  has issued a draft P riv acy  
C ode w hich is in its final stages o f  
review  before being submitted to the 
O FP C  for ap proval.23 A  key ob jective  
o f the “Europ ean  E xten sio n ” version  
o f the draft IIA  P riv acy  C ode is to  
create a p rivacy  regim e that addresses  
the areas o f  “in adequacy” determ ined  
by the W ork in g  P arty  and thereby  
satisfy the transborder dataflow  
provisions in the E U  D irective.

O nce approved by the P riv acy  
C om m ission er, the IIA  has stated that 
it will subm it a cop y to the W orkin g  
Party fo r approval.

8 Privacy and surveillance

A s w ell as in creasin g concerns about 
cyb ercrim e and internet fraud, the 
events o f  11 Septem ber 2 0 0 1  have  
given rise to in creasing calls  for  
surveillance and m onitoring in the 
interests o f  national security. Identity  
checkin g and track in g is being put 
forw ard by governm ents as an  
im portant w eapon in response to the 
threat o f  terrorism .

Such calls im ply that responding to  
this new  secu rity  environm ent require  
that individuals all but have to g iv e  up 
their p riv acy , at least as far as law  
enforcem ent is concerned .

8.1 United States

In the U S , the B u sh  adm inistration has 
established the O ffice  o f  H om eland  
S ecu rity  in response to the events o f  
Septem ber 11. Indeed, the Sydney  
M orning H erald ’ s G ood W eekend  
reported in June on the In -Q -T el  
m odel o f  governm ent agen cies  
providing venture capital to invest in 
com panies that are developing cutting  
edge techn ologies that m ight be useful 
for national in tellig en ce .26 The article  
also reported  that the national security  
“killer app” will allow  governm ent 
agencies to acce ss  and share a wide
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variety o f  personal inform ation w hich  
is curren tly  contained in different 
databases, from  som eo n e’s shopping  
history to their parking tickets, and 
perhaps even their child support 
paym ent history.

W hen softw are applications are used  
by go vernm ent to track , classify, 
profile and m onitor citizens, they risk  
becom in g technologies o f state  
surveillance and discrim ination rather 
than techn olo gies o f  liberty.

8.2 New EU data protection 
directive

E U  D irective  2 0 0 2 /5 8 /E C  concerning  
the p rocessin g  o f  personal data and the 
p rotection  o f  p rivacy  in the electron ic  
environm ent (New Directive) w as  
adopted on 12 Ju ly  2 0 0 2 .

The N ew  D irective requires  
telecom m un ication  com panies and 
ISPs to  retain  traffic data such as e -  
m ail fo r crim inal investigation  
purposes o r to safeguard  national and 
public security . T he proposal has been  
attacked by ov er 4 0  different civil 
liberties groups in E urop e and the U S  
who feel that the proposal would  
allow  E urop ean  governm ents to put 
ISPs and phone com panies in the ‘spy 
business’ .

8.3 Australian anti-terrorism 
legislation

The C om m onw ealth  governm ent has 
recen tly  passed  five pieces o f  anti­
terrorism  legislation .27

The anti-terrorism  legislation is 
designed to provide authorities with  
additional tools to com bat terrorism  
and prosecute offenders. It does this 
by giv ing particular agencies  
additional pow ers to m onitor the 
actions o f  individuals by collectin g, 
using and disclosing personal and 
other inform ation.

In A pril, the P riv acy  C om m issioner  
m ade a subm ission to the Senate L eg al  
and C onstitutional Legislation  
C om m ittee w hich stated that “the 
balance betw een the right to p rivacy  
and the right to feel secure has not 
been m et in every  in stan ce” 28.

9 Conclusion

W ith  the p ervasive influence o f  
techn ology into every  d ay  life, ranging  
from  clo sed  circu it television  
surveillance to D N A  profiling, there is 
in creasing evid en ce that these  
p ractices cannot be allow ed to  
proliferate w ithout a counterbalancing  
recognition  o f  an in dividual's ‘rig h t’ 
to p rivacy.

T o  con clu d e w ith the w ords o f  the 
P riv acy  C om m ission er:

“Striking the balance betw een the 
right to p rivacy  and the right to  
feel safe and secure is not alw ays  
an easy  thing to do. Finding the 
b alan ce, how ever, is a challenge  
that befalls the parliam ents o f  all 
d em o cracies  and has done so 
throughout h istory.” 29

* With thanks to Duncan Giles (Special 
Counsel, Freehills) for his comments and 
assistance.
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