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Abstract 

Cyberspace is an important element of Australia’s critical national infrastructure. 
Recent policy developments within this field seek to maintain economic opportunity 
and protect national security. This article discusses four contemporary threats posed 
to the Australian military and civilian electronic information infrastructure: ‘cyber 
war’ conducted by hostile states, ‘cyber conflicts’ by foreign combatants, attacks 
committed by ‘cyberterrorists’ and the commission of ‘cybercrimes’. This article 
reviews the existing international legal paradigms relevant to each and identifies the 
issues raised from a survey of the existing literature. It concludes that each paradigm 
is presently inadequate for addressing the nature of these threats and calls for further 
contributions from Australian government, military and international lawyers to 
articulate a distinctive national perspective on these questions. 

I Introduction 
The United States (US) Department of Defense has recently developed an offensive cyber 
war capability and a coordinated military-civilian strategy to defend against cyber attacks.1 
Cyber experts from the Centre for Strategic Counterterrorism Communications at the US 
State Department also routinely patrol social media including the internet and recently 
hacked Yemeni websites to replace al-Qaeda propaganda.2 In Australia, the Director 
General of the Australian Security Intelligence Organisation (‘ASIO’) has predicted that 
cyber attacks against Australia will increase from both state and non-state actors, including 
terrorists who use the internet for recruitment and to support operational activities.3 More 
than 200 cyber intrusions against the Department of Defence were investigated in 2009.4 
The Department of Foreign Affairs and Trade is also subjected to daily cyber attacks.5 
Australian engineers have since received training at the Idaho National Laboratory, which 
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designed the Stuxnet worm used to sabotage an Iranian nuclear facility.6 And finally, 
‘Anonymous’ conducted Operation ‘Titstorm’ to disable the websites of the Australian 
Parliamentary House and the Department of Broadband, Communications and the Digital 
Economy to protest at mandatory internet filtering.7 

These developments raise a range of questions. What precisely is occurring, and where 
are cyber threats emanating from? How does cyber activity fit within the paradigms of 
international law so familiar to us, if at all? Should our international, military and 
government lawyers respond? If so, how? What are the available legal options and the 
policy choices relevant to each? 

This article addresses several of these questions by surveying the existing literature and 
contrasting recent policy developments within Australia with that of other states, 
principally the US and the United Kingdom (UK). Part II will define cyberspace. Part III 
describes how cyberspace is conceptualised as critical national infrastructure. Parts IV to 
VII examine four threats to Australian cyberspace: ‘cyber war’ conducted by states, ‘cyber 
conflicts’ between combatants, ‘cyberterrorism’ targeting civilians, and finally the use of 
computer technology to commit offences (‘cybercrimes’). These parts will situate each 
threat within the relevant legal framework: international law on the use of force, 
international humanitarian law, anti-terrorism measures and criminal law enforcement. The 
adequacy of each regime for protecting Australia’s electronic information infrastructure is 
assessed. Part VIII identifies challenges, risks and possible solutions, considers several 
cross-cutting themes and calls for further contributions which demonstrate a distinctive 
Australian perspective on these issues. 

II Cyberspace Defined 
‘Cyberspace’ may be defined as the interdependent network of information technology 
infrastructures. It includes the internet, telecommunications networks, computer 
processing systems and embedded industrial processors and controllers.8 It is a domain 
characterised by electronics and the electromagnetic spectrum in which to store, modify 
and exchange data via networked systems as well as the associated physical infrastructure.9 
It is an environment within which various information operations occur. 

On one view, cyberspace is borderless and transnational. The internet-based 
information infrastructure can accordingly be analogised to the global commons free from 
any one state’s control and susceptible to appropriation.10 However, the enabling physical 
infrastructure is clearly located within the territorial jurisdiction of a state. Thus cyberspace, 
like any other territorial domain (albeit artificially constructed), is subject to national 
interests. The UK has indicated that, ‘[j]ust as in the 19th century we had to secure the seas 
for our national safety and prosperity, and in the 20th century we had to secure the air, in 
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the 21st century we also have to secure our advantage in cyber space’.11 For the US, 
cyberspace is as relevant a field for defence activity as the naturally occurring domains of 
land, sea, air and space.12 Like the UK, the US Department of Defense will strategically 
address cyberspace as an operational domain in which to organise, train and equip itself so 
as to take full advantage of cyberspace’s potential.13 However, cyberspace is not protected 
through a passive ‘retreat behind a Maginot line of firewalls’ but by deploying dynamic 
‘manoeuvre warfare’ where new technology proactively locates and neutralises intrusions.14 

In addition to protecting a cyber network against intrusions, security requires 
maintaining the confidentiality, availability and integrity of information, incident response 
and effective deterrence. Cyberspace threats are believed to pose one of the most serious 
economic and national security challenges of the 21st century for the US and its allies.15 
Threats particular to Australian cyberspace include lone hackers, online criminals, ‘issue 
motivated groups’, industrial espionage and foreign intelligence services. Such threats are 
real, evolving and continue to test Australian defences.16 Australia has identified cyber 
security as a national security priority as government and society become increasingly 
dependent upon (and correspondingly vulnerable for) integrated information technology.17 
Protecting cyberspace became a top-tier policy objective because of its position within 
critical national infrastructure. 

III Cyberspace as Critical National Infrastructure 
‘Critical national infrastructure’ is made up of those systems and assets so vital to states 
that incapacity or destruction would debilitate national security, the economy, public health 
or safety. Attacks can disrupt power, water, traffic control and other critical systems by 
targeting the electronic mechanisms which control manufacturing plants, power generators, 
refineries and other infrastructure. For example, malicious activities against electronic 
systems in the US have crippled electric power stations and caused multi-city power 
outages.18 

The international community has proposed establishing a ‘global culture of cyber 
security’ to protect critical information infrastructures.19 National efforts are being 
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reviewed to this end.20 For example, the US acknowledges the need to protect computer 
systems and describes key portions of cyberspace as critical national infrastructure.21 US 
financial institutions, credit systems, stock exchanges and the Federal Reserve depend upon 
functioning information networks.22 

In 1997, President Clinton established the President’s Commission on Critical 
Infrastructure Protection. The following year, US policy became taking ‘all necessary 
measures to swiftly eliminate any significant vulnerability to both physical and cyber attacks 
on our critical infrastructures, including especially our cyber systems’.23 An offensive 
capability against enemy computer networks became a policy directive under the 
administration of President George W Bush.24 

During 2003, a ‘National Strategy to Secure Cyberspace’ encouraged greater public-
private coordination and focused government initiatives on securing critical national 
infrastructure. The National Strategy presupposed that a healthy and functioning 
cyberspace was essential to the economy and national security.25 Additionally, it 
foreshadowed efforts to formulate defensive strategies within an operational military 
context.26 ‘Cyberspace’ became defined as the interdependent network of information 
technology infrastructures, and included the internet, telecommunications networks, 
computer systems and embedded industrial processors.27 The US government was also 
called upon to protect privately owned critical infrastructure from attack, intrusion or 
sabotage by foreign military forces, terrorists and criminals.28 In 2008, the scope of 
government concern was extended beyond critical national infrastructure, although the 
principal focus was protecting government networks.29 Despite these efforts, in 2009 the 
cyber security responsibilities of the US Department of Homeland Security were adjudged 
to remain unsatisfied30 and a comprehensive review of US cyber strategy was initiated.31 

This brief review of US policy clearly illustrates the governmental concern to protect 
critical national infrastructure, albeit with several policy tangents and mixed success. 
Australian policy has largely followed suit. Australia’s infrastructure is considered 
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vulnerable to criminal activity, natural disaster, terrorism and information warfare against 
civilian and military systems.32 Australia’s Cyber Security Strategy seeks to maintain a 
secure, resilient and trusted electronic operating environment with which to support 
national security and benefit the digital economy.33 This strategy defines ‘systems of 
national interest’ as systems which, if rendered unavailable or compromised, could 
significantly impact upon Australia’s economic prosperity, international competitiveness, 
public safety, social wellbeing or national security.34 

In 2008, resilience was identified as an underlying element of critical infrastructure 
protection arrangements for Australia.35 A Critical Infrastructure Resilience Strategy was 
developed.36 ‘Resilience’ requires coordinated cross-sectoral planning, responsive, flexible 
and timely recovery measures, organisational cultures which ensure minimum service levels 
during interruptions, emergencies or disasters and networks which quickly return to full 
operation.37 In other words, the policy focus has shifted from reducing the vulnerability of 
critical national infrastructure to, say, terrorist threats, to a whole-of-government 
approach.38 

Unsurprisingly, the threats to Australian cyberspace have prompted legislative 
measures.39 A suite of legislation has been adopted.40 Several institutions have also been 
established. Most prominent among them is the Computer Emergency Response Team 
(‘CERT’) Australia and the Cyber Security Operations Centre within the Defence Signals 
Directorate.41 The Australian Internet Security Initiative collects data concerning 
compromised computers operating on the Australian internet and informs the Australian 
Communications and Media Authority and internet service providers. The Trusted 
Information Sharing Network (‘TISN’) for Critical Infrastructure Protection is a forum 
where the owners and operators of critical infrastructure exchange information on 
common security concerns. Guidance on how to protect communications technology 
systems is increasingly available.42 

These developments highlight the policy resolve to protect Australia’s critical 
infrastructure. Like the US, the threat of cyber disruption is not limited to government 
networks. The financial loss from computer security ‘events’ committed against Australian 
businesses during 2006–07 was between A$595 and A$649 million.43 In 2009, two 
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Australian internet service providers were reportedly subjected to sustained disruption over 
several weeks which severely inhibited customer service.44 The resulting question then 
becomes whether well-established international legal paradigms are adequate for 
implementing contemporary policy objectives. 

IV Cyber Attack and the Use of Force 
There is reputedly a ‘growing consensus’ that future conflicts between states will feature 
cyber operations which cripple national infrastructure, corrupt military data and hinder 
financial transactions.45 Indeed, digital warfare might eclipse traditional kinetic 
engagements.46 The UK, for example, identified the threat of cyber attack as one of the 
biggest security risks for the 21st century.47 A ‘cyber attack’ has been defined as ‘deliberate 
actions to alter, disrupt, deceive, degrade, or destroy computer systems or networks or the 
information and/or programs resident in or transiting these systems or networks’.48 A 
cyber attack illustrates ‘information warfare’, which is the ability of military forces to 
protect their own information systems while simultaneously attacking those of its 
adversaries.49 

Cyber attacks have reportedly been deployed against states. The US suspects attacks by 
China, which exploits informal relationships with civilians to conduct operations and 
gather intelligence.50 ‘Titan Rain’ is a series of coordinated attacks upon US military 
computer systems occurring since 2003 whose precise nature (state-sponsored or corporate 
espionage or random hacker attacks) is unclear. In 2009, cyber attacks presumed to 
originate from North Korea temporarily jammed South Korean and US government 
websites during North Korean missile testing. Better known are Russia’s alleged cyber 
attacks against Estonia in 2007.51 Official websites in Georgia were also temporarily 
disabled by Russia during 2008, hindering government communication with citizens and 
creating confusion prior to Russia’s invasion.52 Other claimed instances include Israeli 
cyber attacks against Syria in 2007 and by the US in Iraq. 

Are these precedents contributing to the evolution of customary international law in 
this field? States might be attempting to balance the use of a new kind of force against 
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untested risks.53 For example, states may wish to launch a cyber attack against another 
prior to the outbreak of hostilities without intending to provide the other side with a legal 
basis for regarding its action as having commenced hostilities.54 Other states may be 
concerned to maintain their ‘cyber neutrality’ with all parties to a cyber conflict.55 

For Australia, cyber warfare is a serious threat. A 2009 Defence White Paper observed 
that Australia’s national security could be compromised by cyber attacks on our defence, 
governmental, commercial and infrastructure-related information networks.56 Their 
potential impact has paradoxically grown with the Defence Department’s increasing 
dependence on networked operations. Irregular opponents such as insurgents and 
terrorists are exploiting technology in low-risk and effective ways.57 This circumstance has 
prompted a more enhanced cyber situational awareness and incident-response capability.58 

New Zealand has similarly noted that hostile non-state actors seek to exploit whatever 
advantage they can from their cyber warfare capability.59 The threat of cyber attack is 
growing, with potentially crippling consequences. Critical national infrastructure is 
increasingly reliant upon web-based information and communication networks for 
effective operations, with New Zealand defence forces and intelligence services being 
integrated into those networks.60 States also possess the capability to conduct cyber attacks, 
and New Zealand may become a weak link in shared efforts to deter hostile cyber 
intrusions if it does not keep abreast of developments.61 

The historical evolution of US defence policy concerning cyber attacks is instructive for 
both Australia and New Zealand. The US has described the scale and importance of 
information warfare as an offensive weapon and a defensive quagmire.62 A comprehensive 
national security strategy which incorporated domestic and international dimensions had to 
be grafted around cyber security.63 A host of international legal questions arose with 
respect to territorial jurisdiction, sovereign responsibility and the use of force.64 The three 
US military services then independently developed their own information operations 
doctrine, cyber operations personnel, and institutions for managing and defending their 
information networks. The US Army, for example, addressed computer network 
operations as a subset of information operations.65 The US Navy, by contrast, focused on 
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accessing foreign information networks and defending its own networks from 
penetration.66 The US Air Force formulated a network warfare policy ‘across the 
interconnected analog and digital network portion of the battlespace’.67 In 2006, the profile 
of cyberspace operations was elevated by assigning the 8th Air Force as the ‘Air Force 
Cyberspace Command’. 

The US military commenced preparations for persistent, asymmetrical threats to 
computer operations including ‘adversary exploitation and attack of [its] computer 
networks on the global information grid’.68 The Computer Network Defence is a program 
designed to protect military information, computers and networks from disruption or 
destruction. However, the absence of a unified or coherent government-wide cyber 
doctrine created the prospect of inadequate and ineffective responses to cyber threats.69 
Military strategy also began to shift from a ‘one size fits all’ deterrence model to a version 
tailored towards rogue states and terrorist groups. A national cyber doctrine which drew 
together the approaches of each of the military services was formulated. In 2009, the US 
established US Cyber Command to coordinate military operations within cyberspace.70 The 
US Congress has also been called upon to establish a fourth military branch entitled ‘Cyber 
Force’.71 

Using computer technology within combat situations has now been comprehensively 
conceptualised within US military doctrine.72 ‘Cyber operations’, for example, involve ‘the 
employment of cyber capabilities where the primary purpose is to achieve military 
objectives or effects in or through cyberspace’.73 ‘Information warfare’ includes attacks that 
alter information contained within systems such as servers, without visibly altering physical 
attributes.74 Other key concepts include ‘information operations’, ‘information system’ and 
‘computer network attack’.75 

The primary question is whether a cyber attack could qualify as an ‘armed attack’ within 
the use of force paradigm proscribed by art 2(4) of the Charter of the United Nations (‘UN 
Charter’). The issue has received considerable attention by international lawyers.76 The 
orthodox analysis for a use of force considers kinetic impacts such as explosions or 
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physical force. One initial difficulty is identifying the threshold at which a cyber attack 
amounts to an ‘armed attack’. Under customary international law a situation of ‘armed 
conflict’, for example, depends upon the existence of organised armed groups engaged in 
fighting of some intensity.77 However, electronic attack is an atypical form of military 
combat.78 Mere ‘annoyances’ must also be differentiated from those cyber activities 
intended to destroy infrastructure or human life.79 

Attacks using conventional weapons clearly fall within art 2(4) of the UN Charter. 
However, the relevant provisions under that instrument ‘do not refer to specific weapons. 
They apply to any use of force, regardless of the weapons employed.’80 Supplying arms and 
logistics might be an unlawful use of force but would not qualify as an ‘armed attack’.81 
Only the ‘most grave’ forms of force constitute an ‘armed attack’.82 

There are arguments that could support a conclusion that a cyber attack is an ‘armed 
attack’. Several criteria derived from kinetic encounters — severity, immediacy, directness, 
invasiveness, measurability and presumptive legitimacy — have been applied to cyber 
attacks.83 Thus the jus ad bellum would be sufficiently flexible to accommodate cyber attacks 
which do not cause physical damage such as disrupting online financial services or 
disabling military defence networks. A ‘strict liability’ approach, by contrast, automatically 
deems a cyber attack as an armed attack given the consequences to victim states. 84 Third, a 
‘consequentiality’ or ‘results-orientated’ argument posits that an armed attack occurs 
whenever cyber activities directly occasion the same effects as are produced by kinetic 
force (that is, physical injury, death or property destruction).85 In this respect, electronic 
systems control elements of the national electric power grid, air traffic control networks 
and nuclear power plant safety systems. 

The prevailing consensus among scholars is that the paradigm on the use of force does 
not apply to cyber attacks which produce non-physical damage. Article 2(4) only captures 
physical damage. On this standard, only the damages caused by Stuxnet in Iran, and not 
Russia’s cyber attacks against Estonia or Georgia, would qualify as a ‘use of force’. Other 
action could instead qualify as a violation of the principle of non-intervention under 
customary international law,86 thereby not leaving states as vulnerable as some may 
suggest. In any event, a cyber attack which intentionally causes destructive effects within 
state territory will more clearly constitute an unlawful use of force under art 2(4).87 The 
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effects-based analysis has been adopted by, for example, the US Department of Defense.88 
A cyber attack could be an ‘act of war’ sufficient to trigger a military response.89 A former 
UK national security adviser has similarly concluded that a cyber attack could be an ‘act of 
war’ while conceding that novel ‘laws of war’ were necessary.90 

The characterisation of a cyber attack as an ‘armed attack’ raises many questions. First, 
could a cyber attack be a threat to international peace and security or perhaps a breach of 
the peace so as to precipitate UN Security Council action under ch VII of the UN Charter? 
The US considers that computer network attacks which cause widespread damage, 
economic disruption and lost life could do so.91 A UN expert body concluded that 
information security threats present risks to ‘the stability of a globally-linked international 
community’.92 The Council could authorise ‘cyber sanctions’ inasmuch as one measure ‘not 
involving the use of armed force’ is the ‘complete or partial interruption of economic 
relations and of rail, sea, air, postal, telegraphic, radio, and other means of 
communication’.93 

Second, even assuming arguendo that a cyber attack is an ‘armed attack’, could a cyber 
attack be an ‘act of aggression’? ‘Aggression’ is the use of armed force by a state against the 
sovereignty, territorial integrity or political independence of another, or in any manner 
inconsistent with the UN Charter.94 The well-recognised acts of aggression, such as 
invasion by armed forces, bombardment and blocking ports or coasts, suggest that such 
acts are essentially physical and armed in nature. The views of states have been solicited.95 
Mali, for example, considers that using ‘information weapons’ could be an ‘act of 
aggression’ where a victim state believed that the attack was executed by the armed forces 
of another and directed towards disrupting military facilities, destroying defensive and 
economic capacity or violating sovereignty.96 Characterising a cyber attack as an act of 
aggression triggers additional questions, including potential intervention from the 
International Criminal Court.97 
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A third question is whether a state may adopt measures in the exercise of its inherent 
right to self-defence and, if so, which ones.98 In 2007, the North Atlantic Treaty 
Organisation indicated that a cyber attack would not trigger the collective self-defence 
provisions of the constituent treaty.99 However, Australia and the US have since agreed 
that a ‘substantial cyber attack’ against either state would activate the Australia/New 
Zealand/United States (‘ANZUS’) military alliance.100 The ANZUS Treaty101 was duly 
amended so that ‘in the event of a cyber attack that threatens the territorial integrity, 
political independence or security of either of our nations, Australia and the United States 
would consult together and determine appropriate options to address the threat.’102 This 
step reflects their mutual intention to deepen cyber security cooperation.103 The US has 
indicated that, if attacked in cyberspace, it would ‘respond in an appropriate manner’, 
including deploying cyber weapons.104 The US is also a proponent of defensive strategies 
which contemplate proactively seeking out and neutralising cyber threats before they 
eventuate. In Europe, exercises are regularly conducted to test security incident responses 
to cyber attacks against large-scale networks.105 CERTs — a model which Australia 
adopted — are a responsive measure against cyber attack.106 

The prevailing academic view is that a cyber attack upon critical national infrastructure 
which amounts to a ‘use of force’ gives rise to a good faith response by states. A cyber 
attack would be grave enough to engage art 51 of the UN Charter if, for example, 
corrupting the computer systems of civil aviation networks caused loss of life and property 
destruction on a sufficient scale. The nature of that response is not restrained by ‘outdated’ 
interpretations of the right to self-defence.107 The classic requirements of self-defence — 
necessity and proportionality — have been applied to a cyber response.108 Furthermore, 
conventional military force could also be used to respond to a cyber attack provided states 
comply with the applicable legal requirements including reporting to the Security 
Council.109 These conclusions will be revisited in Part VII below; suffice it to say that, 
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where damage is minimal, identifying a permissible retaliatory response to a cyber attack 
becomes difficult.110 And in order to be an effective deterrent, any threatened response 
must be consequential. However, just as threatened military retaliation may have little 
impact upon those groups lacking identifiable assets, cyber responses have little effect 
upon adversaries who are not ‘cyber dependent’.111 Existing international law is already 
unsettled on whether self-defensive measures can be taken against non-state actors.112 In 
sum, the paradigm of international law on the use of force raises more questions than 
answers. Is the position under international humanitarian law any clearer? 

V Cyber Conflict and International Humanitarian Law 
Cyber conflict has been assessed against the key principles of international humanitarian 
law.113 For example, cyber conflict may blur the principle of distinction between military 
objectives and civilian infrastructure.114 Virtually all US government communications travel 
through civilian owned and operated networks, and there is complete government 
dependence on civilian providers of computer software, hardware, services and 
maintenance.115 The intermingling of civilian and military computer infrastructure thereby 
renders civilian objects susceptible to targeting. Nevertheless, it is considered possible — 
and necessary — to distinguish between civilian and military computer networks.116 The 
principle of distinction can, on one view, apply to computer network attacks as any other 
attack.117 

The tendency of developed, Western armed forces to outsource technical specialist 
functions to civilians is also difficult to reconcile with the notion of direct participation in 
hostilities.118 Does direct participation in hostilities include the programming, operation or 
maintenance of computer systems? The International Committee of the Red Cross 
(‘ICRC’) considers that, if the test is whether a person carries out acts which aim to 
support one party to a conflict by directly causing harm to another, either by directly 
inflicting death, injury and destruction or directly harming the enemy’s military operations 
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or capacity, then electronic interference with military computer networks by civilians is one 
example.119 

Cyber conflicts give rise to an initial difficulty of classification. It is argued that cyber 
operations are an ‘international armed conflict’ between states when they injure individuals 
or damage objects.120 Such an activity is a ‘non-international armed conflict’ when 
hostilities between a state and an ‘organised’ armed group are sufficiently intense, 
protracted, non-isolated and reach a certain level of violence. A low-intensity cyber conflict 
could also be analogised to an insurgency.121 

Applying international humanitarian law to a cyber conflict proves elusive in other 
respects. Balancing military advantage against the extent of civilian harm — the principle 
of proportionality — is challenging. Furthermore, an ‘attack’ involves ‘acts of violence against 
the adversary, whether in offence or in defence’.122 That definition would be difficult to 
reconcile with that of a ‘cyber attack’ as ‘the premeditated use of disruptive activities, or the 
threat thereof, against computers and/or networks, with the intention to cause harm or to further 
social, ideological, religious, political or similar objectives or to intimidate any person in 
furtherance of such objectives’.123 

Cyber weapons are many and varied.124 They include ‘sniffers’,125 ‘trojan horses’, 
‘rootkits’ or ‘trap doors’,126 ‘logic bombs’,127 ‘video-morphing’,128 ‘distributed denial of 
service attacks’,129 ‘malware’ including ‘worms’ or ‘viruses’,130 ‘infoblockades’,131 
‘spamming’,132 ‘zombies’ or ‘bots’133 and ‘IP spoofing’.134 ‘Hacking’ is breaking into a 
computer’s operating system, whereas ‘brute-force intrusion’ attempts all possible code 
combinations. Such techniques can be executed with limited resources against large and 

                                                           
119  International Committee of the Red Cross, Interpretative Guidance on the Notion of Direct Participation in Hostilities Under 

International Humanitarian Law (2009). 
120  Michael Schmitt, ‘Classification of Cyber Conflict’ (2012) 17 Journal of Conflict and Security Law 245. 
121  Samuel Liles, ‘Cyber Warfare as a Form of Low-intensity Conflict and Insurgency’ (Paper presented at the 

Conference on Cyber Conflict Proceedings, 2010). 
122  Protocol Additional to the Geneva Conventions of 12 August 1949, and relating to the Protection of Victims of International Armed 

Conflicts (Protocol I), signed 12 December 1997, 1125 UNTS 3 (entered into force 7 December 1977) art 49 
(‘Additional Protocol 1’) (emphasis added). 

123  US Army Training and Doctrine Command, Critical Infrastructure Threats and Terrorism, DCS Int Handbook No 1.02 
(2006) VII-2. 

124  Christopher Joyner and Catherine Lotrionte, ‘Information Warfare as International Coercion: Elements of a Legal 
Framework’ (2001) 12 European Journal of International Law 825, 836–9. 

125  Programs executed from remote sites for retrieving user identifications, passwords and other information. 
126  Programs used to gain unauthorised access to secured networks. 
127  Malicious coding which lies dormant until a trigger condition (either a specific event or predetermined time) causes 

it to activate and destroy the host computer’s files. 
128  Rendering broadcasts indistinguishable from normal transborder data flows. 
129  Multiple data requests flood an internet site, server, or router to slow or impede regular traffic until functional 

capacity becomes overwhelmed. 
130  These travel from computer to computer across a host’s network to damage files and corrupt or destroy data. 
131  This blocks electronic information from entering or leaving national borders. 
132  Email systems are flooded with frivolous messages to overload servers and prevent communication. 
133  Automated tools which contaminate other computers and launch coordinated attacks in the nature of a ‘distributed 

denial of service attack’. 
134  Also known as ‘IP address forgery’ or a ‘host file hijack’, this occurs when hijackers masquerade as trusted hosts to 

fabricate messages or copy websites in order to capture browsers or gain network access. 



62 AUSTRALIAN INTERNATIONAL LAW JOURNAL 

  

technologically sophisticated computers or networks. Cyber weapons target a computer’s 
operating system through malicious codes, misinformation and data retrieval.135 

On one view, it is ‘perfectly reasonable’ that cyber weapons are subject to international 
humanitarian law as is any other new weapon system.136 The ICRC takes this position.137 
Identical questions have arisen with respect to, for example, the deployment of drones and 
automated weapons. The use of electro-magnetic pulse weapons, directed energy lasers, 
microwave devices, high-energy radio frequency guns and other electronic weapons are 
subject to international humanitarian law. States which develop ‘a new weapon, means or 
method of warfare’ must determine whether its deployment is prohibited by Additional 
Protocol 1 or another international legal rule.138 The US Air Force, for example, considers 
that computer networks are not weapons systems.139 Other states including Australia may 
have yet to assess cyber weapons. In the contemporary security environment another form 
of cyber activity has dominated attention: cyberterrorism.140 

VI Cyberterrorism 
‘Terrorism’ is variously defined.141 So too is ‘cyberterrorism’. Cyberterrorism has been 
defined as ‘the politically-motivated use of computers as weapons or as targets, by sub-
national groups or clandestine agents intent on violence, to influence an audience or cause 
a government to change its policies’.142 The activity generally means unlawful attacks, and 
the threat thereof, against computers, networks and information.143 

Cyber operations are ideal for terrorists. Offensive operations may be conducted over 
the internet to complement orthodox tactics.144 Hezbollah’s strategy, for example, includes 
disrupting Israel’s economy by targeting official and financial websites, knocking out 
internet servers and crippling e-commerce.145 The internet enables terrorists to research 
and coordinate attacks.146 Terrorists may use it for psychological warfare, publicity or 
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propaganda, data mining, fundraising, recruitment or mobilisation, networking, 
information sharing, and planning or coordination.147 All active terrorist groups have an 
internet presence and employ social networking or video-sharing sites and online 
communities.148 The interactive capacity of YouTube and Facebook enables terrorists to 
recruit personnel.149 Blogging services including Twitter can become a coordination tool 
for launching attacks.150 Communication occurs over the internet151 as well as through 
chatrooms, message boards or email, which impose minimal disclosure requirements and 
are simply and inexpensively established.152 Digital currency facilitates money transfers, 
avoids financial institutions, is difficult to trace, does not require customer identification 
and is free from oversight.153 Virtual worlds for transferring funds or information offer 
similar advantages.154 

Existing international law concerning terrorism can be applied to cyberterrorism. For 
example, an attack against infrastructure is made with ‘intent to cause extensive destruction 
of such a place, facility or system, where such destruction results in or is likely to result in 
major economic loss’.155 However, cyberterrorism is distinguishable from other forms of 
terrorism.156 Cyber terrorists typically target military defence or government networks, 
privately or publicly operated systems which control utility services (including electricity or 
water) and networks used by individuals, businesses and others for communication or 
other purposes.157 Cyber terrorists may prefer to undermine electronic commerce rather 
than attack critical national infrastructure.158 States which are highly dependent on 
electronic communication and information processing networks are accordingly more 
vulnerable to cyberterrorism.159 
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There is no treaty specifically addressing cyberterrorism. A draft International 
Convention on Cybercrime and Terrorism proposes to criminalise the use of cyber systems 
to commit those offences specified under existing anti-terrorism treaties which target 
critical national infrastructure.160 The UN has just begun to address the topic. Member 
states were called upon to ‘note the risk of terrorists using electronic or wire 
communications systems and networks to carry out criminal acts and to find means to 
prevent such criminality’.161 The Security Council has called for information exchange 
concerning the ‘use of communications technology by terrorist groups’.162 States are 
already obliged to prevent and suppress terrorist financing, to criminalise terrorism-related 
activities such as providing assistance and to deny funding or safe haven to terrorists.163 
Such measures could also be applied to cyberterrorism.164 

These circumstances give rise to several challenging questions of state responsibility. 
The first is the responsibility of states to prevent their territory from being used by cyber 
terrorists.165 Victim states must determine the source of a cyber attack and whether the 
state from which attacks were launched was a sanctuary state.166 Although cyber attacks are 
commonly committed remotely by anonymous perpetrators, it is technically possible to 
attribute that conduct to a particular state.167 The UN General Assembly has called upon 
states to prevent their territories from being used as safe havens from which to launch 
cyber attacks against other states.168 This approach is consistent with holding the Taliban 
government of Afghanistan responsible for al-Qaeda’s actions on September 11. A duty of 
prevention has been proposed which requires states to prevent cyber terrorist acts, prevent 
their territories from harbouring cyber terrorists or being used as launch pads for 
cyberterrorism, and to ensure that national law criminalises and punishes cyberterrorism. 
Cyberterrorism raises additional questions of state attribution; for example, whether such 
an action is imputable to states which allow it to occur or support it in other ways. The 
degree of control exercised by a state over a non-state actor also falls for consideration.169 

It is difficult to assess the capabilities of terrorists to launch cyber attacks. Cyber attacks 
may be used to supplement conventional physical attacks which inflict human casualties, 
cause immediate drama and offer greater psychological impacts. However, stringent 
physical security measures could encourage terrorists to explore other means of lowering 
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detection risks. Once a successful cyber attack has won media attention, other terrorists 
could replicate similar strategies. 

US intelligence agencies have warned that terrorist groups intend to employ cyber 
attacks.170 President Obama has indicated that terrorism could emanate from computer 
keystrokes which release weapons of ‘mass disruption’.171 The US National Security 
Strategy includes preventing terrorist attacks, denying financial and other support and 
targeting sanctuary states.172 Terrorist websites are taken offline through countermeasures. 
For example, the US Department of Defense electronically dismantled an online forum 
used by terrorists to exchange operational information for intended attacks against US 
soldiers.173 Internet service providers incorporated within US jurisdiction are prohibited 
from conducting business with designated terrorist organisations through shaming 
techniques, denied commercial opportunities and threatened criminal sanctions.174 

In Europe during 2008, three offences were adopted to address online terrorist activity: 
public provocation to commit terrorist offences; recruitment for terrorism; and training for 
terrorism.175 Courts can require internet service providers to remove information and shut 
down websites. European states are directed to retain certain data generated or processed 
following a communication or use of a communication service.176 Internet service 
providers must retain user identification, telephone numbers and IP addresses for both 
senders and recipients. 

Non-conventional security challenges, including the threat of cyberterrorism, pose 
similar challenges for the national security of New Zealand.177 The threat to New Zealand 
and its economy from cyber intrusions is considered real and growing.178 

Nevertheless, there is little available empirical data which clarifies the extent or 
magnitude of cyberterrorism. Is the threat overstated?179 Promoting the theme of a 
constant threat perpetuates the self-serving agendas of military, intelligence and security 
agencies. There are significant gaps between the cyber threat presumed within the literature 
and the empirical reality of known terrorist behaviour.180 Although the threat may be ‘real’ 
such that affected actors must ‘comprehend the risk’, it is admittedly difficult to measure 
‘success’ in ensuring security.181 
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Australia also recognises cyberterrorism as a threat but to date has acquired little 
practical experience with it. The 2010 Counter-Terrorism White Paper observes that, 
although terrorists have not demonstrated a strong interest in cyber attacks, Australia has 
nevertheless implemented measures to reduce the risk and consequences of such an attack 
upon Australian interests.182 The terrorist threat is considered real, enduring and a 
persistent and permanent feature of Australia’s security environment.183 The defence 
services are expected to support civilian authorities through domestic security 
arrangements and emergency response efforts.184 

Australia has also strengthened law enforcement powers. For example, the Cybercrime 
Act 2001 (Cth) sch 2 enables federal authorities to search and seize electronically stored 
data, thereby facilitating the investigation and prosecution of groups using the internet to 
plan and launch attacks which could seriously interfere with the functioning of government 
or industry.185 The Crimes Legislation Amendment (Telecommunications Offences and other Measures) 
Act 2004 (Cth) sch 1, which introduced offences into the Criminal Code Act 1995 (Cth), 
including ‘using a telecommunications network with intention to commit a serious offence’ 
(s 474.14), ‘using a carriage service to make a threat’ (s 474.15) and ‘using a carriage service 
for a hoax threat’ (s 474.16), is potentially applicable to cyberterrorism. More 
controversially, terrorist organisations can be proscribed such that individual members or 
supporters are liable for criminal prosecution.186 Finally, the Suppression of the Financing of 
Terrorism Act 2002 (Cth) inserted div 103 into the Criminal Code Act 1995 (Cth) to address 
terrorist financing. 

Australian law can address cyberterrorism. A ‘terrorist act’ is defined as an action or 
threat thereof intended to advance political, religious or ideological causes with a view to 
coercing or influencing by intimidation a government or the public.187 Harm includes 
serious interference, disruption or destruction of electronic systems including those used 
for information, telecommunications, finance, essential government service delivery, public 
utilities or transport.188 These offences have a broad extraterritorial application.189 

However, there has not to date been any prosecution for a cyber attack under these 
provisions. The few prosecutions within Australia have principally addressed internet fraud 
or child pornography.190 The closest case involved an accused allegedly downloading 
images of Australian military facilities from the internet in connection with the intended 
commission of terrorist acts.191 In another matter, a book entitled Provisions on the Rules of 
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Jihad — Short Wise Rules and Organisational Structures that Concern Every Fighter and Mujahid 
Fighting against the Infidels was published online. Belal Khazaal was subsequently found guilty 
of knowingly making a document in preparation for a terrorist act, but the jury failed to 
reach a verdict with respect to attempting to incite others to commit terrorist acts.192 One 
final matter involved a disgruntled engineer who remotely interfered with sewage control 
systems but lacked any political motivation.193 

It is nonetheless ‘certain’ that Australian courts will experience difficulty when applying 
this legislation.194 The terrorism offences under the Criminal Code are ‘unprincipled and 
chaotic’.195 In addition to capturing attacks deserving of the cyberterrorism label, the 
regime will also encompass acts of online political protest (‘hacktivism’) which do not 
warrant such severe sanctions.196 Cyberterrorism is more than mere prankish hacking, 
mischievously disrupting nonessential services, or costly nuisances.197 Cyberterrorism 
should therefore exclude activities which are incapable of occasioning death or bodily 
harm, significant infrastructure damage, severe property destruction, fear or serious 
economic loss.198 Similar criticisms may be levelled at contemporary efforts to address 
cybercrime. 

VII Cybercrime 
‘Cybercrime’ or transnational computer crime is an unauthorised activity whereby any 
information and communications technology (computers, digital technology, the internet, 
communications systems or networks) is used to commit offences.199 Cybercrime includes 
offences committed against computers or computer systems as well as technology enabled 
crime.200 Targets include information brokers (such as credit reporting agencies or data 
aggregators), digital media manufacturers and distributors (such as the motion picture, 
recording and software industries) and online businesses.201 

The preferred means for addressing cybercrime is international and national criminal 
law enforcement. In particular, the Council of Europe’s Convention on Cybercrime establishes 
offences concerning the confidentiality, integrity and availability of computer data and 
systems (‘hacking’), computer-related offences (forgery, computer fraud and identity theft), 
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content-related offences (including child pornography and racist websites) and copyright 
infringement.202 

Australia is taking steps to accede to the Convention on Cybercrime.203 The wisdom of 
accession is questionable.204 Cybercrime in Australia is growing in scale, sophistication and 
success.205 However, many existing legal concepts, particularly jurisdiction, are ill-adapted 
to meet the challenge and international law, which facilitates international co-operation for 
investigating cybercrime, is desirable.206 Australian law is considered substantially 
compliant with the Convention.207 Nevertheless, legislation has been introduced to 
implement Australia’s obligations.208 The Cybercrime Legislation Amendment Bill 2011 (Cth) 
increases the powers of intelligence and law enforcement agencies to obtain electronic 
communications and enhances the ability of the Australian Federal Police (AFP) to 
exchange data with foreign counterparts.209 Although the Convention does not itself 
contemplate human rights protections or judicial review, Australian law reputedly provides 
‘robust privacy safeguards and accountability mechanisms’.210 

Commonwealth legislation provides law enforcement authorities with the power to 
secure electronic data in other respects.211 For example, the Criminal Code Act 1995 (Cth) 
contains a range of computer-related offences.212 These measures reflect the principle of 
‘online-offline consistency’ where the regulation of unlawful conduct in cyberspace is made 
consistent with the regulation of unlawful conduct in the physical realm.213 Offences 
against pt 10.7 of the Criminal Code Act 1995 (Cth) are investigated by the AFP’s 
Cybercrime Operations Team. These offences include denial of service attacks, breaching 
computer systems or distributing malware which affects the Commonwealth’s computer 
systems, computer networks of national interest or Australia’s financial infrastructure. The 
AFP is legislatively mandated to counter cybercrime by maintaining a technological edge 

                                                           
202  Convention on Cybercrime, opened for signature 23 November 2001, 2296 UNTS 167; (entered into force 1 July 2004). 
203  Robert McClelland and Stephen Smith, ‘Australia to Accede to International Cybercrime Convention’ (Joint Media 

Release, 30 April 2010). 
204  Alana Maurushat, ‘Australia’s accession to the Cybercrime Convention: Is the Convention still Relevant in 

Combating Cybercrime in the Era of Botnets and Obfuscation Crime Tools?’ (2010) 33 University of New South 
Wales Law Journal 431. 

205  Accession by Australia to the Convention on Cybercrime [2011] ATNIF 5 [9]. 
206  Attorney-General’s Department, Australia’s Proposed Accession to the Council of Europe Convention on Cybercrime (2011) 3. 
207  For an article by article commentary on Australia’s compliance with the Convention, see Attorney-General’s 

Department, Outline of the Articles of the Council of Europe Convention on Cybercrime and Australia’s Compliance (2011). 
208  The Cybercrime Legislation Amendment Bill 2011 (Cth) was introduced on 22 June 2011 and passed the House of 

Representatives. The Bill was passed in the Senate on 22 August 2012, with the government adopting all but one of 
the recommendations made by the Joint Select Committee on Cyber-Safety: Attorney-General’s Department, ‘New 
Laws in the Fight against Cyber-crime’, (Media Release, 22 August 2012). 

209  Joint Select Committee on Cyber-Safety, Australian Parliament, Review of the Cybercrime Legislation Amendment Bill 
2011 (2011). 

210  Joint Standing Committee on Treaties, Australian Parliament, Report No 116 (2011) [11.62]. 
211  For example, Crimes Act 1914 (Cth) pt IAA allows law enforcement officers to search and seize electronic data. The 

Telecommunications (Interception and Access) Act 1979 (Cth) permits the interception of communications and access to 
historic and real time data. See also the Surveillance Devices Act 2004 (Cth). 

212  These include hacking, malware and denial of service attacks with intent to commit a serious offence (s 477.1(1) 
and (4)), malware infections (s 477.2), denial of service attacks (s 477.3), hacking password-protected data (s 478.1), 
damaging data held on a mobile device owned or leased by the Commonwealth (s 478.2), possession or control of 
data (s 478.3) and the production and supply of data (s 478.4). 

213  Model Criminal Code Officers Committee, Report on the Model Criminal Code (2001) 94. 



 PROTECTING AUSTRALIAN CYBERSPACE 69 

 

over criminals.214 It is currently investigating a 2009 cyber operation and sophisticated 
cyber intrusions into government and private networks.215 

Cybercrime is considered ‘highly prevalent’ within Australia.216 In 2009–10, Australian 
businesses received nearly A$143 billion worth of internet orders.217 The risk of cybercrime 
to Australia’s economy is estimated at more than one billion dollars per year.218 The 
Commonwealth is formulating a law enforcement strategy that entails closer coordination 
with law enforcement agencies from other states.219 The Attorney Generals of Canada, the 
US, the UK, New Zealand and Australia will develop a joint action plan to combat 
cybercrime.220 They have also agreed to support the work of their Foreign Ministers ‘to 
develop international cyber principles to guide [the] behaviour of countries’.221 

At one end of the criminal law enforcement spectrum is intelligence-gathering. Cyber 
activity can be situated within the existing legal frameworks addressing espionage.222 
Espionage requires a ‘collecting’ state to obtain, deliver, transmit, communicate or receive 
information concerning the national defence of a ‘victim’ state. The UK has experienced 
attempts by hostile foreign intelligence agencies to acquire data from defence contractors 
and government computers have been deliberately infected with viruses.223 Foreign 
intelligence services have similarly hacked into the computer systems of private military 
contractors with a view to obtaining sensitive information concerning US military 
hardware.224 

In Australia, ASIO anticipates increasing ‘non-traditional’ espionage threats as cyber 
security becomes a growing concern.225 Several thousand emails, including from the Prime 
Minister and the Defence and Foreign Ministers, were appropriated during a sustained 
cyber attack.226 The parliamentary computers of 10 other federal Ministers have been 
hacked, their emails accessed and passwords stolen.227 The aph.gov.au email network was 
compromised such that emails between Ministers and Australian resource corporations 
operating in China were intercepted.228 Indeed, China and its private proxies are believed 
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routinely to conduct cyber espionage immediately before intergovernmental 
negotiations.229 

The extent of internet-enabled espionage as a rapidly-growing threat to Australian 
interests is becoming increasingly apparent.230 Attempts by spies, criminals or hackers to 
infiltrate government computer networks are characterised as threats to national 
security.231 ASIO’s Director-General believes that an increasingly persistent threat to 
Australia’s security originates from abuse or exploitation of the internet’s vulnerabilities by 
both state and non-state actors.232 The internet is a vehicle for the covert extraction of 
confidential information to the detriment of both economic, political or defence interests 
and individual privacy. Hostile intelligence agencies have a ‘beyond-the-horizon’ capability 
such that they need not leave their own shores in order to target information stored on 
government, business or personal computers.233 A recent audit of four government 
agencies for the protection and security of their electronic information including user 
passwords identified significant weaknesses and deficiencies.234 Australian military and 
intelligence agencies are attractive targets for foreign states, with Australia perceived as a 
potential alternative source of sensitive defence, intelligence or diplomatic information 
shared by our allies.235 ASIO is therefore continuing to build its operational capability to 
address cyber espionage.236 

It must nevertheless be acknowledged that criminal law is of limited utility.237 Imperfect 
and inadequate national legal regimes are one obstacle to effective solutions.238 The pace of 
transactions and transnational nature of cybercrime render traditional investigative 
practices ‘redundant’.239 Cybercrime has evolved against a static international legal 
framework. Electronic evidence is difficult to acquire in a timely manner with information 
exchange being limited to states with developed infrastructure. Intergovernmental 
agreements must resolve a range of issues including jurisdiction, cooperation in the 
investigation, prosecution or punishment of offenders, evidentiary admissibility and 
recognising penalties served in other jurisdictions.240 In common with the three legal 
paradigms considered above, there are several additional questions which additionally 
require a distinctive Australian perspective. 
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VIII Some Questions for Australia’s International Lawyers 
It is clear that international norms on cyberspace are developing rapidly in several different 
fields. A Commonwealth discussion paper listed international trade, intellectual property 
and internet governance as additional policy arenas.241 The greatest threat to a secure 
digital environment was identified as competition and conflict in cyberspace between 
states. An understanding between them concerning responsible online behaviour had to be 
developed. 

Although it may be thought axiomatic that law follows technology, being reactive rather 
than proactive, it is clear that there are already several legal principles applicable to some 
aspects of cyber activity. However, the relevant international legal rules have been 
developed for different types of situations or events, whereas ensuring cyber security 
involves ‘additional complicating factors’.242 Nor is the online environment currently 
governed by any holistic or coherent international legal framework. There is a clear need 
for the international community to construct appropriate ‘rules of the road’. 

Valuable contributions on these issues can be made by Australia’s military, government 
and international lawyers who appreciate Australia’s distinctive national interests. It is 
incumbent on Australia to contribute to a uniform international criminal law that addresses 
cybercrime and develop new rules of engagement for cyber warfare.243 Australia already 
recognises that cyber threats exist between states, corporations and individuals both locally 
and overseas.244 

An initial challenge is information gathering. Cyber activities range in nature and 
severity. They include web vandalism (deactivating or defacing websites), disinformation 
campaigns (spreading rhetoric to influence opinions), infiltrating public or private 
information networks to procure classified data (cyber espionage), causing disruption by 
blocking, intercepting or polluting communications, and attacking critical national 
infrastructure which physically endangers lives and property. The motivation of 
perpetrators varies: combatants pursue military objectives during cyber conflict, criminals 
seek financial gain through cybercrime, cyber terrorists compel others to capitulate to 
political demands and cyber spies seek confidential information. Notwithstanding the use 
of identical or similar techniques, the nature of the activity turns upon a specific intent 
which may prove difficult to discern in cyberspace. 

Individuals, whether naive hackers or dedicated terrorists, are likely to consider cyber 
activities to be an attractive prospect.245 There are many users, tracking is difficult, systems 
are unregulated, anonymity is ensured, actions are easy, fast and inexpensive to execute and 
real-world harm or significant confusion and cost can result. Lawmakers are increasingly 
aware of the growing technical capability of individuals and more acquainted with hacker 
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tools.246 Such developments reflect a truism that information societies enable non-state 
actors to challenge state authority.247 

Governments confront several obstacles when countering the use of information and 
communications technology by malevolent actors: the challenge of tracing 
communications, the absence of harmonised laws or investigative procedures and 
inadequate or ineffective information-sharing.248 International lawyers will have to grapple, 
for example, with complex jurisdictional questions.249 The effects doctrine and territorial 
and universal jurisdiction are the preferred bases for national-level prosecutions.250 Critical 
to this end is overcoming the technical problem of attribution.251 It may be difficult to 
determine when an offensive cyber operation has begun, the identity of responsible actors, 
what state or organisation they represent (particularly where communications are rerouted) 
and identifying the intended purpose and effects. 

To meet these challenges, the US Department of Homeland Security sponsors large-
scale cyber security exercises. In 2008, 56 Australian government and private sector 
organisations participated in ‘Cyber Storm II’ alongside government and non-government 
organisations from the US, Canada, New Zealand and the UK. Among the conclusions 
was that crisis management arrangements must be regularly reviewed and tested, be 
tailored to incorporate multiple inter-dependencies and be informed by clear escalation 
thresholds.252 ‘Cyber Storm III’ (2010) reiterated a key finding that testing offered an 
opportunity to identify gaps and revise processes.253 However, even the most sophisticated 
computer security measures cannot completely protect a state’s critical electronic 
systems.254 

For international lawyers, cyber activities pose several ‘dilemmas’.255 The question 
canvassed in this article is whether existing legal paradigms are sufficient or whether new 
laws are required. The contemporary international legal framework for regulating cyber 
activity is ‘ill-informed, undeveloped and highly uncertain’.256 In 1999, the US Department 
of Defense concluded that the international community was unlikely to produce any 

                                                           
246  Clay Wilson, ‘Botnets, Cybercrime, and Cyberterrorism: Vulnerabilities and Policy Issues for Congress’ (RL32114, 

US Congressional Research Service, Report for US Congress, 29 January 2008) 21, 37. 
247  Meltem Mtftijler-Bac, ‘Information Societies, New Terrorism: Its Impact on International Politics’ (2007) 3 Review 

of International Law and Politics 130, 138. 
248  Jody Westby, ‘Countering Terrorism with Cyber Security’ (2006–07) 47 Jurimetrics 297. 
249  See, for example, Darrel Menthe, ‘Jurisdiction in Cyberspace: A Theory of International Spaces’ (1997–98) 

4 Michigan Telecommunications and Technology Law Review 69. 
250  Kelly Gable, ‘Cyber-Apocalypse Now: Securing the Internet Against Cyberterrorism and Using Universal 

Jurisdiction as a Deterrent’ (2010) 43 Vanderbilt Journal of Transnational Law 57; Jennifer Rho, ‘Blackbeards of the 
Twenty-First Century: Holding Cybercriminals Liable Under the Alien Tort Statute’ (2007) 7 Chicago Journal of 
International Law 695. 

251  Herbert Lin, ‘Offensive Cyber Operations and the Use of Force’ (2010) 4 Journal of National Security Law and Policy 
63, 77. 

252  Attorney Generals’ Department, Security and Critical Infrastructure Division, Cyber Storm II National Cyber Security 
Exercise: Final Report (2008). 

253  Jakeman Business Solutions Pty Ltd, Cyber Storm III, Cyber Security Exercise (27–30 September 2010). 
254  Andrew Colarik, Cyberterrorism: Political and Economic Implications (2006) 163. 
255  Jyotirmo Banerjee, ‘Cyber Warfare and the Dilemmas of International Law’ (2007) 1(3) ICFAI Journal of International 

Relations 36. 
256  William Owens, Kenneth Dam and Herbert Lin (eds), Technology, Policy, Law and Ethics Regarding US Acquisition and 

Use of Cyberattack Capabilities, (National Academies Press, 2009). 



 PROTECTING AUSTRALIAN CYBERSPACE 73 

 

coherent body of legal rules applicable to cyber conflict.257 That conclusion remains 
apposite for the foreseeable future. 

A strictly territorial approach to law-making and criminal law enforcement will prove 
ineffective for tackling cyber security. One option is strengthening the much-overlooked 
telecommunications and information technology conventions. For example, operating 
radio stations cannot cause ‘harmful interference’ to the radio services or communications 
of other states.258 States must also identify those stations which transmit false or deceptive 
distress, urgency, safety or identification signals.259 The international community could 
correspondingly encourage national efforts to enhance existing legal frameworks on 
information and communications technology.260 

Another possibility is to apply existing rules by analogy to a new operational 
environment.261 For example, several commentators consider that the existing paradigm of 
arts 2(4) and 51 of the UN Charter can be applied to cyber attack.262 Reference is made to 
the traditional criteria for kinetic encounters: scope, intensity and duration. The contrary 
view is that the existing rules regulating armed conflict and the conduct of war are 
insufficient, uncertain and too complex to encompass cyber operations.263 The use of force 
paradigm therefore applies ‘only with difficulty’.264 The NATO-accredited Cooperative 
Cyber Defence Centre of Excellence in Estonia, for example, considered it ‘highly 
problematic’ to apply international law on the use of force to the Georgian cyber attacks 
because state participation and ‘grave effect’ were not apparent.265 Clarity is also desirable 
on the kinds of information warfare techniques which constitute an ‘armed attack’ and 
permit self-defence measures. Additional questions include whether the concepts of ‘armed 
attack’ and self-defence are applicable to non-state actors. The answer currently appears to 
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be ‘no’.266 One consequential argument is that the ‘use of force’ definition should be 
expanded to ensure that all forms of cyber attack are prohibited by international law.267 

The emergence of ‘new wars’ and asymmetric tactics render the extension of 
international humanitarian law to non-state actors similarly challenging.268 Again, one view 
is that existing international humanitarian law is sufficient to address cyber conflict.269 Its 
well-accepted principles apply whenever cyber attacks are ascribed to a state, the attacks are 
not sporadic in nature and are intended to or will foreseeably cause injury, death, damage 
or destruction to non-military objectives. Proposed new agreements for regulating 
computer network attacks are rejected as ‘unnecessary’ because commanders simply apply 
orthodox analysis to the new technology.270 For example, the US Department of Defense 
considers that international humanitarian law ‘is probably the single area of international 
law in which current legal obligations can be applied with the greatest confidence to 
information operations’.271 It has rebuffed calls for new rules addressing information 
operations as ‘premature’ because a process of extrapolation from the existing legal 
framework ‘appears to be reasonably predictable’.272 However, it then concludes that cyber 
soldiers forfeit combatant privileges because they do not readily identify themselves by 
wearing uniforms or carrying arms openly. Private internet users who initiate cyber conflict 
can anticipate being classified as ‘unlawful combatants’.273 

The contrary position of course is that resort to the Geneva Conventions is ‘detached 
from reality’ if those legal standards are thought applicable to cyber hostilities.274 Those 
instruments offer ‘outdated or inapposite assumptions’ concerning civilian participation in 
cyber conflict such that their application ‘either steers State practice into empty formalism 
or excessively constrains States’ options — both of which are proven to produce only 
contempt for the Geneva Conventions’.275 

A third option is explicitly regulating cyber activity.276 One frequent proposal is 
adopting an International Convention to Regulate the Use of Information Systems in 
Armed Conflict.277 However, the international community does not presently support 
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introducing a new regime. In 2000, Russia submitted a draft resolution entitled ‘Principles 
of International Information Security’ to prohibit creating and using tools for a cyber 
attack.278 States were unresponsive and only a few favoured commencing negotiations. 
Instead, the UN General Assembly called upon states to consider existing and potential 
threats to information security.279 Article 2(4) is evidently a weak constraint on offensive 
cyber attacks and States may prefer both legal ambiguity and clarity within the policy arenas 
of military power, intelligence gathering and law enforcement depending upon their 
comparative advantage.280 The divergent strategic interests of states will pull their preferred 
doctrinal interpretations or aspirations in different directions and further impeding the 
formation of a stable international consensus.281 The US, for example, should not conclude 
novel legal regimes which ‘unnecessarily hamper’ its predominance as a digital power.282 

An intermediate position involves pursuing a criminal law enforcement approach rather 
than a military one until appropriate ‘rules of engagement’ are formulated.283 Characterising 
cyber activity as criminal in nature offers the prospect to states of subjecting offenders to 
their national law. Domestic law enforcement rather than military coercion is also one 
solution insofar as self-defence measures cannot be employed against non-state actors. 

A fifth approach is to pool elements from each regime. A comprehensive national 
security strategy for cyberspace involves international diplomacy, military doctrine, 
economic policy tools and the participation of national intelligence and law enforcement 
communities.284 There is self-evident scope for the complementary application of 
overlapping regimes. 

For example, many of the offences in the Convention on Cybercrime are applicable to 
cyberterrorism.285 Governments continue to revisit the terrorism definition to address 
newly emergent threats including bioterrorism and cyberterrorism.286 However, the 
resulting interpretative difficulties arising from that definition are best avoided because 
prosecutions become more prolonged.287 Although national responses to enhance cyber 
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security commonly include legislation,288 combating terrorism in the digital age produces a 
clash of legal doctrines. Technology, state power and civil liberties are typically subverted 
in favour of national security.289 The indeterminacy of terrorism suggests that the relevant 
laws require reformation or clarification.290 Imposing a duty upon sanctuary states to 
prevent cyber attacks springs from a call for international lawyers to design imaginative 
ways of tackling this problem: ‘[i]f not, the law will become obsolete and meaningless to 
the States that need its guidance’.291 

On a cautionary note, international lawyers must be mindful of several considerations. 
One is the prospect of overregulation. The fallacy that cybercrime is unique has 
encouraged legislation which is ‘ill-considered and draconian’: ‘a pastiche of complacency, 
appropriate reaction, and overzealous statutory responses’.292 The enforcement deficit is 
not due to a lack of legal powers because the ‘spectre of over-criminalisation continues to 
lurk in the fine print’.293 

Another cross-cutting theme is how to ensure respect for human rights and 
fundamental freedoms. Greater state control over information and communications 
technology might inspire ‘big brother’ regimes.294 The European Union has developed 
more effective legislation to counter terrorist websites than the US because the right to 
freedom of speech is upheld by European courts with less vigour.295 Computer systems 
create individual dossiers constructed upon electronic trails left in cyberspace. This 
‘dataveillance’ enables governments to scrutinize individual conduct under the guise of 
national security. Such an approach could foster governmental abuse of civil liberties296 
including intruding upon individual privacy.297 

Whichever approach is ultimately adopted, the importance of the rule of law in 
cyberspace, including the ability to hold malevolent actors to account, must be affirmed.298 
The US optimistically considers that many existing international legal principles apply in 
cyberspace.299 Australia’s international lawyers could push that line but should proceed 
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cautiously. The prevailing consensus is that cyber threats are real and growing. However, 
critical national infrastructure may be sufficiently robust such that functions can be rapidly 
restored following a cyber attack. Water system failures, power outages, air traffic 
disruptions and other scenarios which deny customer service occur nowadays without 
significantly affecting national security. Multiple targets would have to be affected over 
long time periods in order to create havoc. Activities such as cyber espionage, cybercrime, 
identity theft or credit card fraud may not warrant the ‘turbo metaphor’ of cyber war and 
‘heated rhetoric’ could propel policy in inappropriate directions.300 

IX Conclusions 
This article is confined to examining four international legal paradigms, with an eye cast to 
protecting Australian cyberspace. Each paradigm carries its own particular set of questions, 
challenges and imperfections. Cyber activity has exposed the inadequacies of the existing 
patchwork offered by these regimes. The absence of regulation or penalties for conducting 
cyber activity currently advantages some states over others. Technological developments 
have put into flux the distribution of state power. The failure of international legal regimes 
to keep abreast relegates familiar standards to irrelevance or provokes legal fictions 
detached from reality. A coherent and comprehensive approach to cyber activity does not 
exist and an overarching organisational principle is yet to emerge. It is, however, clear that 
states have recognised the challenge, albeit with a view to addressing national security 
threats in a technology-enabled world. Effective cooperation at the inter- and intra-
governmental levels and between states and private actors seems part of the solution. 

This milieu represents an opportunity for further contributions in the military, anti-
terrorism and law enforcement fields. Australia’s international lawyers need to start 
thoroughly researching, assessing and creatively addressing a range of issues. In particular, 
what interpretative approaches are most appropriate for Australian conditions and, given 
current policy objectives, how can Australia’s freedom of action be extended or curtailed 
consistent with its broader security strategy. To ensure cyber security, a singular strategy 
which contemplates the use or threat to use military force by way of a Cold War-style 
deterrence strategy is arguably wrong.301 A 2011 Commonwealth discussion paper 
concluded that Australia must actively engage in all relevant fora to ensure that national 
interests and values are reflected in the emerging international norms on cyberspace and so 
that Australians can take full advantage of the opportunities afforded by the digital 
economy.302 

Australia’s final Cyber White Paper will be released shortly. Australian policy is 
undergoing rapid evolution on several fronts. Some developments uncritically follow US 
leadership. The existing literature is predominantly US-orientated, with European material 
available to a lesser extent. Contemporary Australian perspectives are largely limited to 
terrorism. On whether Australia’s international lawyers are ready to protect Australian 
cyberspace, the answer by any measure would have to be: ‘not yet’. 
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